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Sin dalla diffusione dei videogiochi violenti e
realistici, i critici hanno messo in guardia sul
fatto che questi favoriscano la violenza e
l'aggressivita tra i giocatori.

Sebbene innumerevoli studi scientifici
abbiano trovato scarse prove a sostegno di
queste teorie, le piattaforme di gioco online
stanno ora diventando terreno fertile per la
radicalizzazione estremista.

Helen Young € una professoressa associata
presso la Deakin University che svolge
ricerche sui videogiochi e sulle ideologie
estremiste.

La dottoressa Young ha dichiarato che,
sebbene i videogiochi, anche quelli violenti,
non siano di per sé radicalizzanti, la
tecnologia su cui si basano € uno strumento
efficace per la radicalizzazione.

"Gaming as a kind of ecosystem that's made
up of digital platforms, of games
themselves, and of gamers and different
groups of gamers, different kinds of
gamers, has been really effectively used by
violent extremists. Partly because the kind
of digital infrastructure, whether that's
social media platforms like Discord or
Twitch, whether that's in-game
communication, is really hard to regulate.
And so that's one set of challenges, and
that's a kind of technological set of
challenges. Those kind of communication
technologies are designed to be hard to
control, hard to regulate, and so extremists
have exploited that."

Ever since the popularisation of violent,
realistic video games, critics have warned
that they promote violence and aggression
among players.

\While countless scientific studies have found
little evidence to back these theories, online
gaming platforms are now becoming
breeding grounds for extremist radicalisation.

Helen Young is an associate professor at
Deakin University researching video games
and extremist ideologies.

Dr Young says while video games, even
violent ones, are not themselves radicalising,
the technology they operate on are effective
tools for radicalisation.

"Gaming as a kind of ecosystem that's made
up of digital platforms, of games
themselves, and of gamers and different
groups of gamers, different kinds of
gamers, has been really effectively used by
violent extremists. Partly because the kind
of digital infrastructure, whether that's
social media platforms like Discord or
Twitch, whether that's in-game
communication, is really hard to regulate.
And so that's one set of challenges, and
that's a kind of technological set of
challenges. Those kind of communication
technologies are designed to be hard to
control, hard to regulate, and so extremists
have exploited that."

Special Broadcasting Service
PO Box 294, South Melbourne VIC 3205 Australia

Level 3, Alfred Deakin Building, Federation Square, Cnr Swanston & Flinders Streets Melbourne VIC 3000 Australia sbs.com.au

Tel: +61 3 9949 2122
ABN: 91 314 398 574




Tra l'inizio e la meta degli anni 2010, la
popolarita delle piattaforme di gioco online
come Roblox, Fortnite e Minecraft é cresciuta
enormemente.

Con decine di milioni di utenti giornalieri
ciascuno, questi giochi open-world offrono ai
giocatori la liberta di creare e modificare
l'esperienza di gioco a loro piacimento.

Dopo aver creato la propria strategia,
'lambiente e persino l'abbigliamento, i
giocatori possono invitare amici e coetanei a
partecipare ai giochi e comunicare tramite le
chat room.

All'interno di queste chat room e dei giochi
modificati, i giovani sono sempre piu spesso
bersaglio delle attivita di reclutamento
terroristico.

La dottoressa Young conferma che, a
differenza dei social media, su queste
piattaforme € molto comune comunicare con
sconosciuti in forma anonima.

"Platforms like Roblox and a whole slew of
other gaming platforms really give young
people access to the world in ways, at a
scale, that they didn't have before. And
they're spaces where interacting with
people that you don't know, people who
you may never know in real life, is really
kind of normal. And so, in that sense,
they've changed what young people might
encounter, and they've provided a conduit
for extremists to engage with young
people, again, on a scale that was
previously really hard to reach.”

Secondo le Nazioni Unite, il ritmo con cui le
organizzazioni terroristiche reclutano persone
online sta superando la capacita di risposta
dei governi.

In Europa e in Nord America, i minori
rientrano nel 42% di tutte le indagini relative al

In the early to mid-2010s, the popularity of
online gaming platforms like Roblox, Fortnite
and Minecraft grew immensely.

Now boasting tens of millions of daily users
each, these open-world games allow players
the freedom to create and modify gameplay
as they like.

After creating their own strategy,
environment and even attire, players can
invite friends and peers to the games and
communicate through chat rooms.

Inside these chat rooms and modified games,
young people are being increasingly targeted
by terrorist recruitment efforts.

Dr Young says that unlike social media,
communicating with anonymous strangers is
very common on these platforms.

"Platforms like Roblox and a whole slew of
other gaming platforms really give young
people access to the world in ways, at a
scale, that they didn't have before. And
they're spaces where interacting with
people that you don't know, people who
you may never know in real life, is really
kind of normal. And so, in that sense,
they've changed what young people might
encounter, and they've provided a conduit
for extremists to engage with young
people, again, on a scale that was
previously really hard to reach.”

The United Nations says the rate at which
terrorist organisations recruit people online is
outpacing the rate at which governments can
respond.

In Europe and North America, children
account for 42 per cent of all terror-related




terrorismo, con un aumento pari al triplo
rispetto al 2021.

Da quando in Australia € entrata in vigore la
nuova legislazione antiterrorismo nel 2024, 31
persone sono state incriminate in base ai
nuovi reati.

Quasi due terzi degli imputati erano
minorenni.

Con il livello di minaccia terroristica in
Australia elevato a “probabile’, il direttore
dell'ASIO Mike Burgess ha dichiarato che le
agenzie di sicurezza stanno affrontando
minacce nuove ed emergenti.

"l continue to be extremely concerned by
the number of young people, particularly
young men, who are being radicalized
online and mobilizing to violence relatively
quickly with little to no warning. T he
extremists we look at, almost by definition,
are security conscious and suspicious of
outsiders. People who self radicalize online
often show few, if any, real world indicators
they are mobilizing to violence."

Alla luce delle preoccupazioni relative ai
finanziamenti per la lotta al terrorismo
sollevate nella relazione intermedia della
Commissione reale sull'antisemitismo e la
coesione sociale, il governo ha ammesso che
I giochi online e le chat room rappresentano
un rischio crescente.

Per far fronte a questa situazione, l'esecutivo
ha annunciato che investira 74 milioni di
dollari nella creazione di un nuovo Centro
antiterrorismo online.

Attraverso il centro, analisti dell'intelligence e
investigatori specializzati condurranno
operazioni sotto copertura online, con
l'obiettivo di intervenire e smantellare le reti

investigations, which is a threefold increase
from 2021.

Since new counterterrorism legislation came
into effect in Australia in 2024, 31 people have
been charged under the new offences.

Almost two thirds of those charges were
minors.

With Australia’s terrorism threat level raised
to 'probable’, ASIO Director Mike Burgess
says security agencies are tackling new and
emerging threats.

"l continue to be extremely concerned by
the number of young people, particularly
young men, who are being radicalized
online and mobilizing to violence relatively
quickly with little to no warning. T he
extremists we look at, almost by definition,
are security conscious and suspicious of
outsiders. People who self radicalize online
often show few, if any, real world indicators
they are mobilizing to violence."

With concerns about counterterrorism
funding raised in the Royal Commission on
Antisemitism and Social Cohesion interim
report, the government says online gaming
and chatrooms are a growing risk.

To address this, the government has
announced it will invest $74 million into the
establishment of a new Counter Terrorism
Online Centre.

Through the centre, intelligence analysts and
specialist investigators will conduct covert
online engagement, with the aim of
intervening and disrupting online terror
recruitment and radicalisation networks.




di reclutamento terroristico e radicalizzazione
online.

Mike Burgess ha dichiarato che se 'ASIO non
e presente online e integrata in queste
piattaforme, non pud intervenire.

"The challenge posed by online
radicalization and encryption is significant
and continues to grow, and this investment
will improve our ability to identify and
monitor Sunni violent extremists, nationalist
and racist violent extremists, anarchist and
revolutionary violent extremists and any
other entities that advocate politically
motivated violence, and this will make a
significant contribution to our collective
capabilities to protect Australia and
Australians.”

Le ricerche dimostrano che, negli ultimi anni,
la radicalizzazione dei giovani online sfrutta
spesso le dinamiche sociali e le vulnerabilita
tipiche dell'adolescenza.

A differenza dei metodi di reclutamento
tradizionali, la radicalizzazione sulle
piattaforme di gioco presenta una base
ideologica sempre piu incoerente e
mutevole.

IL ministro degli Interni Tony Burke ha
dichiarato che i servizi di intelligence hanno
individuato quattro nuove caratteristiche che
tradizionalmente non venivano prese in
considerazione nelle valutazioni
antiterrorismo.

"Those four features were increasingly we
had people being radicalized online, being
radicalized fast, having mixed ideology and
not necessarily the traditional ideologies
that might be attached to terrorism. And
finally, people being young. Those four
characteristics effectively meant that
radicalisation, which we might have always

Mike Burgess says if ASIO is not online and
embedded in these platforms, it cannot
intervene.

"The challenge posed by online
radicalization and encryption is significant
and continues to grow, and this investment
will improve our ability to identify and
monitor Sunni violent extremists, nationalist
and racist violent extremists, anarchist and
revolutionary violent extremists and any
other entities that advocate politically
motivated violence, and this will make a
significant contribution to our collective
capabilities to protect Australia and
Australians.”

Research shows that in recent years, online
youth radicalisation often exploits adolescent
social dynamics and vulnerabilities.

Unlike traditional recruitment methods,
radicalisation on gaming platforms is
increasingly inconsistent in its ideological
basis.

Home Affairs Minister Tony Burke says
intelligence organisations have identified four
new characteristics that were not traditionally
looked for in counterterrorism assessments.

"Those four features were increasingly we
had people being radicalized online, being
radicalized fast, having mixed ideology and
not necessarily the traditional ideologies
that might be attached to terrorism. And
finally, people being young. Those four
characteristics effectively meant that
radicalisation, which we might have always
associated with the meeting room, was now
also happening in the chat room."




associated with the meeting room, was now
also happening in the chat room."

IL Centro, che sara gestito congiuntamente
dall'’ASIO e dalla Polizia Federale Australiana,
avra il compito di potenziare la risposta del
governo e consentire un intervento piu
tempestivo.

La commissaria dell' AFP Krissy Barrett ha
dichiarato che, man mano che lintelligenza
artificiale potenzia le attivita dei reclutatori
online, le forze dell'ordine utilizzeranno le
stesse tecnologie per contrastarle.

"Too many of our young and vulnerable are
at the crossroads to crime, and too many
are already desensitized to violence given
what they have been viewing or creating
online. We need to use a combination of
human intelligence and artificial
intelligence to disrupt and detect the
extremist recruiters and inciters, while
protecting and diverting those at risk."

Pur accogliendo con favore l'annuncio in
materia di sicurezza, la dottoressa Young ha
sostenuto che, per prevenire la
radicalizzazione online, occorre impegnarsi al
di la delle misure di sicurezza e di quelle
governative.

Facendo riferimento a un programma
denominato «Game Changers», che
promuove iniziative guidate dai giocatori e dai
giovani per affrontare i rischi dell'estremismo
online, Young crede che ai giovani debba
essere data 'opportunita di definire i propri
valori e le proprie idee.

"The kinds of action that are really needed,
and that we know from the research are
really needed to prevent people becoming
radicalized in the first place, don't happen
in the security space. And so there's a real
need for other kinds of initiatives, not
necessarily and probably not coming
directly from government. So from

The Centre, to be jointly led by ASIO and the
Australian Federal Police, will work to
enhance the government response and
enable intervention earlier.

AFP Commissioner Krissy Barrett says that as
artificial intelligence advances the efforts of
online recruiters, law enforcement agencies
will use the same technologies to counter
them.

"Too many of our young and vulnerable are
at the crossroads to crime, and too many
are already desensitized to violence given
what they have been viewing or creating
online. We need to use a combination of
human intelligence and artificial
intelligence to disrupt and detect the
extremist recruiters and inciters, while
protecting and diverting those at risk."

While welcoming of the security
announcement, Dr Young says to prevent
radicalisation online, efforts must be made
beyond security and government measures.

Pointing to a program called Game Changers,
which amplifies gamer-led and youth-led
initiatives to address the risks of online
extremism, Dr Young says young people
must be given the opportunity to establish
their own values and ideas.

“The kinds of action that are really needed,
and that we know from the research are
really needed to prevent people becoming
radicalized in the first place, don't happen
in the security space. And so there's a real
need for other kinds of initiatives, not
necessarily and probably not coming
directly from government. So from




communities, from civil society

organizations, to really be supporting youth,

and saying, "Okay, well, what can we do to
support youth to have voices in their own
future, to work out what their values are in
safe spaces, to work through their own
identities, the ways that they want to be in
the world, and to support them to make
choices and actions in their own
communities."

communities, from civil society
organizations, to really be supporting youth,
and saying, "Okay, well, what can we do to
support youth to have voices in their own
future, to work out what their values are in
safe spaces, to work through their own
identities, the ways that they want to be in
the world, and to support them to make
choices and actions in their own
communities.”

Report by Sydney Lang for SBS News.
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